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ClearBrowser and ClearBar:
Top PUA's in February

A potentially unwanted application (PUA)is a
type of software that can negatively affect a
user's privacy or security. Although PUAs are
not classified as malware, they can still pose a
security risk to users. PUAs can be bundled with
other software and often include unwanted
additional features that may compromise the
user's privacy and security. Some of these
features include data collection, keylogging,
adware, and browser hijacking.

Two of the most observed PUAs in our partici-
pants'environments in February were Clear-
Browser and ClearBar. Clear enhances the
desktop experience by offering users an
easy-to-use integration for web searches,
access to curated content, utilities, and other
features. However, it's important to note that
both ClearBrowser and ClearBar have been
flagged for aggressive data collection practices.
This can potentially expose users to unneces-
sary privacy risks.
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ConnectWise Addresses Critical
Vulnerabilities in ScreenConnect,
Urges Immediate Action for
On-Premise Partners

How CyberForcelQ Can Help

ConnectWise ScreenConnect, previously known as
ConnectWise Control, is a popular remote desktop
software solution utilized by managed services
providers, businesses, and help desk teams.
However, it is also favored by tech support scam-
mers and cybercriminals, including ransomware
groups.

The company recently addressed two vulnerabili-
ties (CVE-2024-1709 and CVE-2024-1708)in
ScreenConnect that could potentially allow threat
actors to execute remote code or compromise
sensitive data and critical systems. These vulnera-
bilities have been exploited to deliver various
threats, including LockBit ransomware, Cobalt
Strike, SSH tunnels, remote management tools,
various info-stealers, AsyncRAT, and cryptocur-
rency miners.

Immediate action is advised for on-premise part-
ners to mitigate the identified security risks. They
are advising self-hosted or on-premise partners to
promptly update their servers to version 23.9.8,
which includes a patch for these vulnerabilities.
ConnectWise will also provide updated versions of
releases 22.4 through 23.9.7 for addressing the
critical issue, but upgrading to ScreenConnect
version 23.9.8 is strongly recommended.
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